CL-%VER

ADVISORS

DATA PRIVACY

how to implement privacy programs to maximize customer
trust & profits



Legal Disclaimer

The materials available in this presentation are for informational purposes only and not for the purpose of providing
legal advice. Red Clover Advisors, LLC is not a law firm, and if you need legal advice, please contact a competent
attorney to provide appropriate legal advice with respect to your specific concern.
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“It’s a matter of trust.”

- Billy Joel



61%

Six in 10 Americans have
said they would like to do
more to protect their
privacy

2/3

have said current laws are
not good enough in
protecting people’s
privacy

64 %

support more regulation
of advertisers

Just

9%

of social media users were
“very confident” that social
media companies would
protect their data

about

halft

of users were not at all
or not too confident
their data was in safe
hands

e



The Importance of Data Privacy

Prevention

Preventative measures is much
less expensive than regulatory
fines, customer backlash, or lost
data

Expectations

Your consumers expect your
organization to protect their data
privacy and you will lose
customers if you do not do so
effectively.

il

Popularity

Data Privacy Regulations are
becoming more popular in other
states and countries.
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Data Collection & Use



PERSONAL DATA
EXAMPLES



Examples Any moniker used for online

presence—social media, e-mail,

Of Onllne iInstant messenger
identifiers

(GDPR & CCPA)

— N “Cookies” R Geolocation Others
——

\
—_—

——

//



o @ < @

What data do How do you Where is it Who do you
you have? use data? stored? share it with?

e



GDPR SCOPE
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What is the GDPR?

Scope:

The GDPR includes all data
controllers and processors
located in the EU and all
data processing that is in

The General Data Protection The GDPRprovides citizens the context ofthe EU.
Regulation regulates the way with the right to protect their The GDPR protects all EU
that data 1s handled across own personaldata and privacy. data subjects’ data even if
sectors within the European it is processed outside of
Union and European the EU, it also applies to all
Economic Area (EEA). goods or services sold

within the EU, and if an
organization is monitoring a
data subjects behavior.
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DON'T WORRY, IT'S ONLY‘
MARKETERS COLLECTING
OUR PERSONAL DATA
SO THEY CAN CREATE
MORE RELEVANT
ADVERTISING FOR US.

—— S o
e = T e T
S L i
e - L' 3 __—' == - o K "_I"r’.l"-._ P
L :
— i A
A L f

® Mmarketoonist.com




CCPA SCOPE
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What is the CCPA?

Scope:

The CCPAcovers a smaller

The California Consumer Privacy region and includes any

Act is the first comprehensive data
privacy law to go into effect in the
United States and its creation has
catalyzed other states to begin the
process of passing their own data
privacy laws.

for-profit company that is
operating and conducting
business in the state of
California or any business
that collects information
from California residents.
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my personal information

Businesses must notify users | ge— \

Requires toll free phone number + another form (e.g. email address) ¢

unless it’s a complete online business with a direct consumer ; ~

relationship A

Selling” defined as “selling, renting, releasing, disclosing,

disseminating, making available, transferring, or otherwise

communicating orally , in writing, or by electronic or other means, a

consumer’s personal information by the business to another business

or a third party for monetary or other valuable consideration \ \\\
\ \ \'~

Mandatory “Do Not Sell My Personal Information” link on homepage ,




Email marketing




I€ +he email is
shared with a partner

was it sold? Do / ”eed
eV\A
awn? Do
wﬁaf éhola/
Pe,.  CYrF,
=04 . {-’_’V hrs
Oh'?
REDCLs=VER
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Email

Al ~ More v
(| me,custormer (2)
) vy email

me. friends (6)

custormer no.249

me,custormer (2)

me,custormer
[ v Joinus

=5 me,custormer (1

email

custormer no.00!

1 ¥ custormer

me,custormer

me,custormer (2)

email
{ e, friends (&)

custormer no:249

me,custormer (2)

me,custormer

Clisir Joinihis

me,custormer (1

email

custormer no.00!

Re : company info
(no subject)

Re : 2 new noftiftca .
Re : company info
Re : company info -
Meeting today

New Sign—in on Computer

Re : On 23 October at 09:00,

e e S £ T
company info

(no subiect)

we want some

Re : company info

(no subject)

Re : 2 new nofifted -

Re : company info

Re : company info
Meeting foday

New Sign—in on Computer
Re : On 11 Sep at 11:004=
What do you think s© far?

company info

12100 of 346 < SINGE

11:27 pm
o= Ispm
o o Inbox (169) =
Starred
10:30 am
Sent Mail

= o9:01am
Drafts (10)
Sep 24

Sep 24 Mor:

New Email

To: me,custormer (2)

Subject : have meeting today.

Hi.

Today we will have

G ' ’
DI.’R. What’s your legal basis?
ePrivacy Directive: opt-in?

enter

return

shift




Opt-In Requirements Must Haves

NO pre-ticked boxes

Be specific

Not a condition of service

* Opt-in for marketing emails should not be tied
to purchasing the service (must be freely given)

°* Must be easy to withdraw

° Link to privacy notice

* Note: unsubscribe does not fulfill the individual right fo deletion

* Check your GDPR settings in your ESP,
example of Convertkit below. Each ESP
manages it differently.

Which would look like this on the Form itself:

GDPR Consent

| consent to receiving weekly

emails!

Create Segment
Segment name
EU Subscribers without consen t

Select your subscribers

GDPR: Newsletter consent
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mer (2)

me,custormer

Join us

company infe

o subject)

2 new notiftca

company info

Re : company info .-

Sign—in on

Computer

What do you think so far

company info
(no subiect)
we want some
Re : company i
(no subject)

2 new noti

nfo

ftca .-

company info

company

info

ting today

on Compu!

What

mpany infe

, at 11:00, -

far?

1-100 of 346

New Email
To: me.custormer (2)

Subject : have meeting today

, we will have

11:15 pm
10145 pm Inbox (169)

Starred
10:30 am

o09:01 am
Drafts (19

Sep
Sep Il
Sep Il

Avug 27

Aug 25

ug 22

enter

return

ASL: What’s your
relationship?

Customer?
Prospect?




Other Privacy Notice Sections

Social media opt-outs
Cookies

Purchase of Data
Sale of Data
Security, Retention
Do Not Track
Children

Location of Data
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© MAZIK ANDEZSON WINNANDEZTOONS . COM

Say what you do,
do what you say

-\

“"Before I write my name on the board, I'll need to know
how you're planning to use that data.”




|I :
| OUR PRIVACY | — <
POLICY HAS AGREE TO
OUR TERMS
OF JS€
CONSENT

_ § %
WE STORE
COOKIES THIRD PARTIES
-/




What's the deal with cookie banners?

* In the EU: cookie banners should be explicit OPT IN and the cookie should
fire after the user hits accept

« Cookie banners should not block the site or be a condition of using the site

« Consider the cookie banner and mobile experience (don'’t block the site)

» The language should explain what cookies do (advertising, analytics, user
experience)

* There should be a separate cookie notice

* In the US: cookie banners do NOT need to be explicit opt in

* Inthe US: under CCPA, cookies can be considered a sale of data




— -

We updated our Privacy Policy. Learn more.

Et Sy Q Sign in -w

Jewelry & Accessories Clothing & Shoes Home & Living Wedding & Party Toys & Entertainment Art & Collectibles Craft Supplies Vintage 1l Gifts

If it's handcrafted, vintage, custom, or unique, it's on Etsy.

< C O @ linkedin.com/feed/ * B © ® @ o0 ’EIEE] }&l R @ @ :
25 Apps OneTrust - Privacy... gdpr Tools Privacy Info Resources CCPA tools EOA IAPP Sample policies @& MS Login ] Login - Typing Agent @ FLIK JFF GDPR Lucid »

@ On January 6, 2020, our revised Privacy Policy, Cookie Policy, and User Agreement took effect. Please read these updated terms and take some time to understand them. Your X
use of LinkedIn services is subject to these revised terms. Visit the LinkedIn Privacy Policy to learn more about these changes.

4 mnn
in aoa a m G
Home My Network Jobs Messaging  Notifications Me ¥ Work W Learning

We use cookies to deliver the best experience. By using our site, you agree to our cookie policy. Find Out More Here

By clicking “Allow All”, you agree to the storing of cookies on your device to enhance site navigation, analyze

. e . . . Customize Settings Disable All
site usage, and assist in our marketing efforts. Cookie Notice ustornize >etings




N Fu R E Ny

Our website uses cookies to personalize your experience. Under certain state laws, collection of data through third-party cookies for targeted advertising and similar purposes
may be considered a “sale.” If you wish to opt out of such a “sale” of your personal information, please click “Manage Preferences.” You may also use this tool to learn more

about our use of cookies and set your preferences.




do | need o respond®

When Cn _

Where is this data?

What do | do with Tthis?
What do | say?




PRIVACY BY DESIGN

FONT CHOICE & DO & DON'T
l6pt :
: : : Use geo-location
Times New Roman in Black Ask touse location data S0 8 ..
without permission
Ipt .
Curlz font in Hot Pink ¢ Place the privacy
notice in a prominent
PLACEMENT place
Offer additional explanation Request sensitive
on why data is being data and not clearly
@ — —— Q COlleCted eXplaiIl Why
— - Consider if tracking
— technologies are used
I
D Check box is not ticked. 0 Incorporate security Forget about
measures at the start of the protecting personal
ject
Check box is pre—ticked.@ PR data
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“If people like you they’ll isten
to you, but if they trust you

they’ll do business with you.”

- Z1g Ziglar



QUIZ: What’s YOUR #1 privacy mistake that could get you sued?
PLUS Grab your CCPA/GDPR Guide

www.redcloveradvisors.com/getyourguide

FREE 15 minute consultation

https://calendly.com/redcloveradvisors/15min
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http://www.redcloveradvisors.com/getyourguide
https://calendly.com/redcloveradvisors/15min?back=1&month=2020-09

jodi@redcloveradvisors.com

www.redcloveradvisors.com

404.964.3762
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mailto:jodi@redcloveradvisors.com
https://www.linkedin.com/company/redcloveradvisors/
https://www.facebook.com/RedCloverAdvisors/
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